Impact of Severe Solar Flares, Nuclear EMP
and Intentional EMI on Electric Grids




A Quick Definition of Solar Activity & Space Weather
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Space Weather due to Solar Activity
can impact many technology and
infrastructure systems

Solar Flares/Energetic Particles
themselves can directly impact
Communication/Navigation Systems
Satellites
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Geomagnetic Storms which can alsa
impact many systems

Extremes of these Threats have not
been wellunderstood

Vulnerabilities of Systems have
generally grown over time

As Recent US FERC, EMP Commission, FEMA and National Acac
of Sciences reviews have notedtlectric Power Grid is one of the
most important and severely impacted Ciritical Infrastructures



A Quick Definition of EMP and IEMI

A EMP¢ ElectroMagnetic Pulse

A EMP Risk come from Detonation of a Nuclear Weapon at
high Altitude (above 30 km)

A Intentional Attack carried out by a rogue nation or
terroist Group

A Could also result from Successful Interception of a
Nuclear Missile at high altitudes

A Continental Impact Footprint

A IEMI¢ Intentional ElectroMagnetic Interference
A High Power Electromagnetic Weapons (Nduclear EM
or RF Weapons)
A Limited Area of Impaat Unless used in Coordinated
Attack
A A Risk Scenario of likelihood comparable to Cyber Attack

A E3EMP can impact Electric Power Grids in manner like that
posed by Geomagnetic Storms
A Both EXEMP and IEMI can also damage electronic equipment
& control systems like SCADA




A Review of Power Grid Vulnerability to Solar
Activity & Geomagnetic Storms
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guiescent geomagnetic field caused by intense Solar activity

Geomagnetic Storms haVe
ContinentWide &
Planetary Footprints

Intense Solar Activity




A Review of Power Grid Vulnerability to Solar
Activity & Geomagnetic Storms

A rapidly changing geomagnetic field over large regions will induc
Geomagneticalinduced Currents (i.e. GIC a quBs$i current) to
flow in the continental interconnected Electric Power Grids

>roov ) b0 IR , e
"r o |I 5 ’J/ ‘\ )\ /l // |I 0; “ ; 4
.l ! : J“ | —_‘__'_‘_.4-__1-—-' : '
: 1 f I.L f P : !
Magnetlc Ft‘eld froin electrbje
.’ mduces vq!tage potentlabog surface Storm causes

of earth L Geomagnetic Field
e Disturbances from
ElectrojetCurrent
that couple to
Power Systems

Vgltage Gradient
Y p—




A Review of Power Grid Vulnerability to Solar
Activity & Geomagnetic Storms

GIC flow in transformers will cause heyfcle saturation which can
cause Power Grid Blackouts & Damage

Areas of Probable Blackouts of
Power System Unprecedented
Collapse Scale
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A Review of Power Grid Vulnerability to Solar
Activity & Geomagnetic Storms
GIC flow can also has potential to cause wsgesad catastrophic

damage to key Power Grid Transformers
Causing Restoration Problems

_ | These Key Assets may take a
: ' Year or More to Replace

'y Internal
§ | Damage due
& to one storm
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Historic Storm Impacts
A Brief Overview of a
GeomagneticSuperstorm
North American Power Grid Impacts

March 1314, 1989




March 13, 19891 Storm 7:39UT

Time 2:39-2:58 EST (7:39-7:58 UT) 20 Minutes of Bad Space Weather



Reported Power System Events T March 13, 1989

Time 2:39-2:58 EST (7:39-7:58 UT) Quebec Blackout in 92 Seconds at

Intensity Of ~480 nT/min




March 13, 1989 1 Storm 21:40UT

Time 4:40-5:30 PM EST (21:40-22:30 UT)



Reported Power System Events T March 13, 1989

: Intensity over Mid-Atlantic Region
Time 16:03-17:30 EST (21:03-22:30 UT) ~300 nT/min




Nuclear Plant GSU Transformer Incidents
Within 25 months after the March 1989 Storm

Salem
Oyster Creek
South Texas
Shearon Harris
Surry 1
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Latent Impacts of March 1989 Storm T Delayed Failures of Large Transformers
at Nuclear Plants suspected across US




Great Geomagnetic Storms
Disturbance Intensity Perspectives

Ampacts on North American Power Grid on March 13-14,
1989 occurred at disturbance intensities of ~300-500 nT/min

MDisturbance intensities of >2000 nT/min have been observed
at latitudes of concern for US power grid infrastructure on at
least 3 occasions since 1972

Misturbance intensity of ~5000 nT/min was estimated for
storm on May 14-15, 1921 (estimated to be largest storm of
20" Century and comparable to Carrington Event of 1859)

Aower Grids should expect Storms 4 to 10 Times More
Intense than the March 1989 Storm




Great Geomagnetic Storms

March 1989 Superstorm & May 1921 Storm Comparisons

e

r

- oA Position of
N gl \Vestward
IR Electrojet

March 13, 1989




Great Geomagnetic Storms

March 1989 Superstorm & May 1921 Storm Comparisons
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Great Geomagnetic Storms
March 1989 Superstorm & May 1921 Storm Comparisons
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Geomagnetic Storms 1 GIC & Conventional Wisdom

Conventional Wisdom
Aroximity to Electrojet Intensifications i Large Magnetic Field Disturbances
Adigh to Mid-Latitude Locations - Largest Magnetic Field Disturbances
Aower Grids at these Locationsi Meas ur ed L air ReatedProbléms
Arhis did not explain Power Grid Problems Reported at Low-Latitudes
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A New Class of GIC Risks
A arge GICs are possible at Low-Latitudes

Aignificant and Long Duration GICo6s hay
Locations

Miffering Magnetospheric Processes are the Drivers for Geomagnetic Field
disturbances




An Overview of Low and Equatorial Latitude Risks to Large

Electric Grids
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Ring Current & Ground Level Disturbances




Observed & Calculated GIC T Nov 6, 2001
Southern/Central Japan
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GIC flows out of
Network Observed GICs in Central Japan Power Grid - Nov 6, 2001
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Overview of South Africa (Eskom) Episodic EHV Transformer
Failures due to Oct-Nov 2003 Geomagnetic Storms

Failures linked to Long Duration / Low Intensity GIC Exposure

Eskom Summary of Failures and Damages

A 5 Major Stations, 15 Large Transformers Failtires13% of
System EHV Transformers

A GIC appeared to have activated this

A Oct 2931, 2003 Storm was Equal in Intensity to March 1989
Storm but Longer in Duration

A Storms many times Larger than this Storm could pose even
higher impacts to Low Latitude Power Grids

Courtesy Eskom, Makhosi, T., G. Coetzee




Overview of Eskom Episodic EHV Transformer Failures due
to Oct-Nov 2003 Geomagnetic Storms

Failures linked to Long Duration / Low Intensity GIC Exposure

Station 3 Gen Transformer 4 Station 3 Gen. Transformer 5
HV winding failure

Courtesy Eskom, Makhosi, T., G. Coetzee




Great Geomagnetic Storms
Electric Grid Vulnerability Trends and Preparedness

Aew Awareness has developed on the Extremes of Severe
Geomagnetic Storms

ACurrent Design Practices of Electric Grids have unknowingly

and greatly escalated the Risks and Potential Impacts
AJn-Recognized Systemic Risk i No Design Code Yet to minimize
this Threat
Aresent Operational Procedures are based upon limited experience,
do not reduce GIC levels and are inadequate for Severe Storms

AGovernment Forecasters provide K Indices which have not

communicated the real risks to the Electric Power Industry
Andices saturate and reach Maximum Levels at Low Thresholds
MMany K9 Storms (post March 1989) have been less intense than
March 1989 Storm i with unintended consequences for power grid
operators
A-alse Sense of Security & Complacency by Power Grid Operators




GIC Risk Factor i Growth of Transmission Network
The larger the Grid T the Larger the Antennato cause GIC

Electric Energy Usage (Billion kwWh)

4000

3500

w
o
o
(@)

2500

2000

1500

=
o
o
o

500 ¥

0

Growth of US Transmission Grid & Electric Energy Usage
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Resistance (Ohms/km)

GIC Risk Factor 1 kV Rating Design
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US High-Voltage Transmission Network
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500 kV & 765 kV serve ~60% of US geographic
territory and ~86% of US population
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Simulation of Severe Geomagnetic Storm Scenario

Red & Green Dots
Indicate Transformers
with Large GIC Flows

3
Areas of Probable Blackout of
Power System Unprecedented
Collapse Scale




Severe Geomagnetic Storm Scenario
At-Risk 345kV, 500kV, & 765kV Transformers

Many Regions with High

Damage Loss Estimate
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Estimated that many large EHV Transformers would have sufficient GIC

exposure to be At-Risk of Permanent Damage & Loss i Replacement could
extend into 4-10 years at current world production rates




EMP Threat: Historical Evidence (US)*

A STARFISH event, July 9, 1962
T 1.4 MT, 400 km HOB
T 800 nautical miles from Honolulu

A HEMP effects felt in Hawaii

I Coupling to Hawaiian electric light
grid turns off some nighttime lights
in Honolulu

I Kauai telecom microwave outage
I Other nuisance effects (alarms)

A Collateral effect: Sky swept clean of all
commercial satellites within six months

*EMP Commission



EMP Threat: Terminology & Overview
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High Altitude-EMP Threats to US Electric Grid
Source: EMP Commission Executive Report
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EMP Threatsto US Electric Grid
Major HV and EHV Substations

HEMP FastPulseExposurecoversa total of 1765substation®xposedr ~83%
of 2106 major HV and EHV substationsIn addition some 35,000 to 40,000
Distribution ClassSubstationsnay alsobe of concernfor FastPulseExposure




EMP Threatsto US Electric Grid

Large Electric Generation Plants

HEMP Fast Pulse exposed power plants (Red) total 10,730 with a generati
capacity that is ~74.4% of the U.S. total generation capability.



