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The Problem

Infrastructure Vulnerability

Yesterday

Computer control systems 
in vital infrastructures 0 %

Critical electric infrastructures Some



The Problem

Infrastructure Vulnerability

Today

Computer control systems 
in vital infrastructures 100 %

Critical electric infrastructures All



The Problem

Infrastructure Vulnerability

EMI Hardened Infrastructures

Military Some

Civilian ~ 0%



The Impact

Consequences

Century-class solar flare or EMP: 

Effect on national grid

 Severe damage or complete burnout

Sources:  

U.S. Congress EMP Commission – Executive Summary, 2004
U.S. Congress EMP Commission – Final Report, 2008
U.S. Congress Strategic Posture Commission – Final Report, 2009
NASA / National Academy of Sciences – Severe Space Weather Report -- 2009
U.S. Department of Energy / NERC -- HILF Report, 2010 
U.S. Congress – Unanimous House passage of Grid Act - 2010
U.S. Federal Energy Regulatory Commission / DOE / DHS Report – Sept 17, 2010



The Impact

Consequences

Area: National, regional or global

Scope: 

 Severe damage or permanent destruction                 
of all life-critical societal infrastructures.  

 Environmental devastation

Transformer damage from 

moderate solar flare – S. Africa

Oil refinery fire



The Solution

Upgrade and hardening

“Correction [of the vulnerability] is 
feasible and well within the nation’s 
means and resources to accomplish.”*

*U.S. Congress EMP Commission



The Solution

Upgrade and hardening

Fundamental Government Obligation

“Prudent precautions to protect the common welfare.”

Critical infrastructures are the foundation of public welfare.



The Solution

Upgrade and hardening

Technology for EMP & Solar 

Flare Protection: 

1960 – 1990: Four decades of 
investment in military protection 
against EMP 

2000 – 2010: + Ten years 
investment to develop infrastructure 
protection approaches

Today:  This phase is complete.  



The Solution

Upgrade and hardening

Rough estimate: Cost 

to protect the grid

Less than 0.01% GNP



The Solution

Upgrade and hardening

Nations that upgrade their grids in time 

will prevent permanent burnout of their 

critical infrastructures



Implementation

The Role of the new EIS Process

The E.U., the U.S. and allies face an 
unprecedented, devastating threat

We have an unknown window of 
opportunity.

International coordination and 
cooperation will be vital 



Implementation

The role of the new EIS Process – A new 
infrastructure security framework



Implementation

The Role of the new EIS Process

EISS Washington D.C.            

The 2nd World Summit on 

Infrastructure Security

11 April 2011

Please plan to attend                                     

or send an alternate

Founding membership

All EISS government delegates are 

founding members of the Executive 

Steering Committee and the Working 

Group.

Please advise us if you wish to 

recommend a replacement or 

nominate others for one of the 

committees.



London, 1666

The Great Fire of London.

90% of the city 

destroyed.

Infrastructure protection:

None

Consequence:



“A nation that forgets 

its past has no future”

- Winston Churchill




